Investigating Crimes Involving Cryptocurrency and Connected Vehicles
[bookmark: _Hlk144468389]Two new e-learning modules to improve the knowledge and skills for frontline investigators on cyrpocurrency and connected vehicles are now available via College Learn. 
The National Policing Digital Strategy 2020-2030 identifies that more than 90% of reported crime now has a digital element, posing both challenges and opportunities for police investigations. 

New threats are emerging but also innovative ways to identify and gather sources of digital evidence and intelligence.

Accessible through College Learn the new modules, developed by the College of Policing, cover Cryptocurrency and Connected Vehicles. They are easy to follow and aimed at first response officers, investigators, staff, volunteers and call centre operatives.

Cryptocurrency

Crimes involving cryptocurrency can appear to be a complicated issue to deal with. 
Cryptocurrency is the name given to any currency in a digital form. Mostly unregulated, it is used to share value between people without the need for a bank or any other service provider. Although not illegal it is hard to track, making it attractive to criminals who are becoming increasingly aware of how they can use it as part of their offending behaviour. 
And it’s not limited to cybercrime but can be used in any crime where monetary transactions are involved
This poses a challenge for you when investigating crime, how to keep a step ahead and know what to look out for.

The e-learning module available through College Learn sets out the minimum standards of digital investigation when a search or investigation involves cryptocurrency.

It focuses on the threats posed by cryptocurrencies and how criminals us them as part of their offending behaviour. The learning advises what evidence to look out for and what it all means – from electronic wallets, hardware and paper wallets to recovery seeds, private and public keys. It explains how to manage, protect and store evidence and when to call in digital experts.

Connected Vehicles

In recent years, the ways vehicles connect to Wi-Fi, mobile data and other devices has advanced rapidly. Infotainment systems, dashcams and in car navigation systems are just a few sources of potential evidence for investigators. Technology can provide vital information about the location of vehicles, where they have been, who has been in the vehicle, what devices they connected to and even the physical movements of drivers.

The data that connected vehicles contain acts as a potential digital witness, but it can be challenging to know what evidence is available. 

The new e learning module explains what digital forensic evidence a vehicle may provide and how it can help with your investigation, strengthen cases and bring offenders to justice. 

It is part of a series of new learning to ensure operational teams have the ability, knowledge and confidence to operate in an ever-changing digital landscape.

Both modules also highlight how to identify vulnerable victims and provide crime prevention advice. 

The content reflects the most up to date advice and guidance and complements Operation Modify, the interactive learning to helps new and serving officers, police staff and volunteers to acquire the digital skills they need to undertake investigations effectively.

The module is accessible on College Learn

