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1. Overview

This APP provides guidance to police officers and staff responsible for releasing
police-held information to the public. This includes direct release and media
engagement. The APP refers to these individuals as communications officers but

includes press officers, media officers and other terms used by forces.
The APP has been informed by:

= His Majesty's Inspectorate of Constabulary and Fire & Rescue Services
(HMICFRS). (2025). An inspection of the police response to the public
disorder in July and Auqust 2024: Tranche 2

= HMICFRS. (2024). An inspection into activism and impartiality in policing

= College of Policing. (2023). Independent external review of Lancashire

Constabulary’s operational response to reported missing person Nicola
Bulley
= College of Policing and National Police Chiefs’ Council (NPCC). (2023). National

police response to the Hillsborough Families Report

= Home Office. (2022). Manchester Arena Inquiry Volume 2: Emergency

response

= Society of Editors, Crime Reporters Association and Media Lawyers Association.

(2024). Police and the media — repairing the relationship report

This APP promotes the importance of consistent decision-making in the release of
public information across policing, to maintain public trust and confidence. This APP
recognises that forces are operationally independent and may be required, at times,

to make risk-based decisions informed by unique local factors.

1.1. Definitions and terms

Accelerated misconduct hearings: Misconduct hearings that take place when the
appropriate authority certifies the case as a special case, under The Police

(Conduct) Regulations 2020, as the special conditions are satisfied that both:

= there is sufficient evidence — in the form of written statements or other documents
— to establish that, on the balance of probabilities, the conduct of the officer

concerned constitutes gross misconduct
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= jtis in the public interest for the officer concerned to cease to be a police officer

without delay

Critical incident: Any incident where the effectiveness of the police response is
likely to have a significant impact on the confidence of the victim, their family and/or

the community.
Digital desk: Social media moderation unit in a force contact centre.

Disinformation: Purposefully false content that was created with the intent to

mislead, cause harm and deceive.

Gross misconduct: A breach of the Standards of Professional Behaviour that is so

serious as to justify dismissal.

High-profile or sensitive investigations: Judged by the unique circumstances.
This includes investigations involving serious crimes, investigations into celebrities or

prominent public figures, security, terrorism or major incidents.

Information disorder: Collective term covering misinformation, disinformation and

malinformation.
PESO: Paid, earned, shared and owned channels used in public communications.

Providers of police information: Police officers and staff responsible for sharing

information with the public.

Major incident: An event or situation with a range of serious consequences, which
requires special arrangements to be implemented by one or more emergency

responder agencies.

Malinformation: Purposefully misleading information, based on fact, that was

created with the intent to cause harm and deceive.

Misconduct: A breach of the Standards of Professional Behaviour that is so serious
as to justify disciplinary action.
Misinformation: Content that is false, is misleading or has been taken out of context

by accident, and was never intended to cause harm.

Playbook: A comprehensive guidebook and living document that outlines an

organisation’s social media strategy. A playbook serves as a framework for teams to
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consistently execute content, engagement and other social media activities aligned

with overall strategy.

Social media management platform (SMMP): Third-party software tool that

centralises and streamlines social media efforts across multiple platforms.

2. General communications principles

2.1. Open justice

The Crown Prosecution Service (CPS) Media Protocol defines the principle of

open justice as an essential element of the rule of law in England and Wales. It is an
important feature of our criminal justice system that it is generally transparent and
administered in public. It is open to public scrutiny, except for any agreed reporting

restrictions.

2.2. Privacy

The police service has a duty to safeguard the confidentiality and integrity of the
information it holds and the rights of individuals to privacy. This duty must be

balanced against the need to be open and transparent.

2.3. Legitimacy

Legitimacy is an essential aspect of the British policing model and is well established
in the UK as ‘policing by consent’. The more that the public supports the police by
providing information or being involved in policing activities, the better policing can
prevent or resolve crime and keep communities safe. Being fair, respectful, open and
transparent in communications can motivate the public to cooperate with the police

and respect the law.

2.4. Open, accurate and lawful

= Be open, transparent and ethical, in line with the Code of Ethics.

= Be lawful, necessary and proportionate, in line with relevant legal frameworks.
= Ensure that all information is accurate and verified.

= Correct errors proactively to maintain trust and integrity.
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Tackle misinformation and disinformation proactively, where this has an impact

on public safety and the pursuit of justice.

Consider disclosure obligations prior to release, ensuring nothing is shared that
could compromise ongoing investigations, legal proceedings, operational integrity

or the rights of individuals.

2.5. Clear, timely and consistent

Be clear, using simple, straightforward and accessible language that is free from

jargon.
Where technical terms must be used, ensure that their meaning is understood.

Deliver consistent and coordinated messaging that avoids giving mixed

messages to the public.
Be purposeful, with a clear and justifiable policing objective.

Be agile and responsive, providing regular and timely updates, especially during

major and critical incidents.

2.6. Inclusive, impartial and audience-focused

Maintain impartiality, using neutral, unbiased language when describing people,

events and situations.

Be inclusive, using language and channels that are accessible to people with
different protected characteristics and different cultural, linguistic or technological

backgrounds.

Be accessible, providing for two-way engagement with communities,

stakeholders and the media.

Be audience-focused, tailoring communications to meet the specific needs,

concerns and expectations of different groups.

Always consider the wishes and rights of victims, including the family of
deceased victims, with consideration given to children, young people and

vulnerable adults.

Consider the impact of trauma on individuals, groups and communities.
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3. Legal considerations

The public release of police-held information is subject to a strict legal framework.

Police forces must ensure that:

= the publication of police-held information is lawful, necessary and proportionate

= there is a legitimate policing aim, such as protecting the public, preventing or

detecting crime, ensuring public safety or encouraging witnesses to come forward

= the level of information published is balanced and commensurate to the intended

purpose

For further information, see: Police Information and Records Management Code

of Practice.

3.1. Automatic reporting restrictions

Automatic reporting restrictions are laws that prevent the publication of certain
details about criminal proceedings, in order to protect fair trials or vulnerable
individuals. They apply without needing a specific court order and can only be lifted
when the circumstances requiring them no longer apply or at the discretion of the

court. The following are relevant to police release of information and media reporting.

3.1.1. Children and Young Persons Act 1933 and Youth Justice
and Criminal Evidence Act 1999

Anyone under the age of 18 involved in youth court proceedings has automatic

anonymity under section 49 of the Children and Young Persons Act 1933,

whether they are defendants, witnesses or victims. The court can impose a

discretionary anonymity order under section 45 of the Youth Justice and Criminal

Evidence Act 1999 for defendants, witnesses or victims under the age of 18 who

are involved in proceedings in the adult court.

3.1.2. Sexual Offences (Amendment) Act 1992

Victims of sexual offences have lifetime anonymity, which extends beyond names to
any identifying detail. This protection is extended to 25 years after their death under
new provisions. The anonymity can be modified or removed by a court if it is in the
public interest or if the victim provides informed consent. While victims over 16 can

waive their anonymity, those under 16 cannot.
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3.1.3. Modern Slavery Act 2015

Section 2 of the Modern Slavery Act 2015 provides for automatic and lifelong

anonymity for victims of modern slavery.

3.1.4. Female Genital Mutilation Act 2003
The Female Genital Mutilation Act 2003 Section 4A and Schedule 1 provides

anonymity for individuals against whom a female genital mutilation offence is alleged

to have been committed.

3.1.5. Education Act 2002

Any allegations made by a pupil (or on their behalf) against a teacher carry

automatic reporting restrictions under Section 141F of the Education Act 2002.

3.1.6. Contempt of Court Act 1981

The Contempt of Court Act regulates the reporting of active legal proceedings to
ensure fair trials by prohibiting the publication of material that could prejudice
ongoing cases. It imposes strict liability on publishers, meaning that the offence can

be committed regardless of intent or knowledge.
Courts can impose additional restrictions under the following:

=  Section 4(2) of the Contempt of Court Act 1981, postponing publication of

reports if they pose a real risk of serious prejudice to ongoing or linked

proceedings.

= Section 11 of the Contempt of Court Act 1981, restricting publication of

material deliberately withheld from open court when necessary to ensure justice.

3.1.7. Criminal behaviour orders (CBOs)

Criminal behaviour orders (CBOs) may only be made following conviction for a
criminal offence. Breaching a CBO is a criminal offence. There is no automatic
reporting restriction for under-18s against whom proceedings are brought for a

criminal behaviour order (section 49 of the Children and Young Persons Act

1933 does not apply). However, the court may still impose a reporting restriction
under section 39 of the Children and Young Persons Act 1933. Under The

Criminal Procedure Rules 2020 (as of 6 October 2025), courts and parties must

explicitly notify the media when seeking such restrictions.
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3.2. Other legislative considerations

3.2.1. Defamation Act 2013

In England and Wales, the law around defamation is bound in the Defamation Act
2013.

3.2.2.Personal data

Policing has a duty to safeguard the confidentiality and integrity of the information
that it holds, as well as the rights of individuals to privacy. Release of personal data
is primarily governed by the Data Protection Act 2018, which incorporates the
principles of the UK General Data Protection Regulation (UK GDPR).

3.2.3. Human rights

The European Convention on Human Rights (ECHR) and Human Rights Act

1998 provides a framework that balances the rights to privacy and freedom of
expression in the context of publishing information about individuals involved in

criminal investigations or proceedings.

4. Corporate communications

Corporate communications departments (CCDs) provide a broad range of
professional support for internal and external communications, digital and media
engagement. In some organisations, these may be called directorates or media

services departments.

Chief constables should consider what capacity and specialist skills within their
corporate communications department is sufficient to deliver their statutory warning

and informing duties under the Civil Contingencies Act 2004, together with the

locally agreed service.
This should include:

= Arrangements for managing media engagement and enquiries. These details
should be published on the force website, including operating hours, any out-of-
hours arrangements, and the complaints process for the media and members of

the public for police-published information.
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= Documented and audited workflow between CCDs and other business areas

responsible for managing or handling public contact or engagement.

= Timely triage processes for assessment and joint decision-making between

CCDs and other relevant business areas.

= Arrangements to deal with increases in contact and engagement during critical

and major incidents.

To ensure that the release of information is legally compliant and does not
compromise policing tactics, police communicators with responsibility for releasing

information to the public or the media should receive adequate training in:

= relevant media law

= operational security awareness

4.1. Risk management of public communications
CCDs are available to provide additional advice and support to police officers and

police staff who engage with the public and media.

Heads of communications should consider developing a simple risk-assessment
framework for all public communications. This should make clear where advice and

support should, or must, be sought from CCDs or senior operational leads.
Examples of where CCD advice should be sought include cases or events that:

= could have an impact on, or cause, community tensions
= are high-profile with significant media interest

* involve national issues

= could damage confidence in policing

= are likely to generate interest from other media

= are considered contentious or highly politicised

4.2. Multi-agency communications

In the event of a suspected terrorist incident, force communications teams should
work with counter terrorism policing to agree which organisation is leading the

communications, aligned with existing management protocols.
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Where an investigation, operation or related matter involves multiple forces and
agencies, the operational and communications leads for each organisation should
liaise proactively. As far as practicable, they should agree information sharing, media
engagement and which organisation is leading the communications prior to

publication.

For issues that have the potential to affect national policing or are likely to generate
significant national media coverage, CCDs should consider contacting the NPCC

Press Office (on operational issues) or the College of Policing Press Office (on

national standards and guidance).

5. Police and the media

5.1. Framework for engaging with the media

Chief constables should promote a successful working relationship between the
media and their organisation. A successful working relationship can:

= help solve crimes

= bring offenders to justice

= keep communities safe

= provide insight that promotes policing legitimacy

= prevent the public from being misled by speculation

Media engagement should not be restricted to senior positions or CCDs.

Engagement between police and the media is encouraged for officers and staff of all
ranks and roles, providing the person is responsible for communicating about the

issue at hand and there is a clear policing purpose in doing so.

Regular, meaningful interaction and engagement is encouraged between the police
and media, particularly between press offices and key journalists and/or media

outlets.

The context in which the media and police engage with each other continues to
evolve and regularly involves decisions that can be subject to challenge and scrutiny.

This highlights the value of guidance to assist decision-making.
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The foundation for all conversations between journalists and police, including
communications officers, should be mutual respect, professional courtesy and

cooperation.

5.2. Defining the media
This guidance applies to accredited members of the media who hold a valid press
card issued by the UK Press Card Authority. It does not apply to citizen journalists or

content gatherers who do not hold a valid press card.

The press card is formally recognised by all police forces in the UK and by the

Ministry of Justice.

Police officers and communications officers may request to see a valid press card

prior to providing information or material.

There is a phone number on the reverse of cards that can be used by officers to
check validity. Journalists are expected to show their press card at press

conferences and at court if requested to do so.

In circumstances where a card has been lost or stolen, a letter or email from an
editor or manager can be provided to prove UK press card membership. Police

officers can contact their CCDs to assist in timely verification.

Requests from individuals who do not hold a press card may be considered on a
case-by-case basis. It is important to consider:
= the credentials of the person or organisation making the request

= whether they are bound by clear codes of practice or have access to legal advice

on how they should cover criminal cases

5.3. Defining speaking terms

All parties should understand in advance the terms on which a briefing or

conversation with the media is taking place.

Avoid the term ‘off the record’ as the basis for a conversation, as it can create
ambiguity over how information is to be used. It can also risk the perception of

inappropriate or confidential information disclosure.
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The four defined categories of basis of conversation are reportable, non-reportable,

under embargo and for use but non-attributable.

5.3.1. Reportable

All reportable information may be reported, quoted and attributed, at the media’s
discretion. All communications should generally be on this basis. A quote in a media
release should be attributed to a named spokesperson where appropriate and

possible.

5.3.2. Non-reportable

Non-reportable information is provided to the media on the basis (by prior

agreement) that it is for guidance only and not for publication or broadcast.

It can be used to provide further context around a statement. This enables the police
to have a dialogue with the media about serious or sensitive policing issues without

generating publicity about them.

Where non-reportable information is shared, it is good practice, where appropriate,

for police to work with the media to find a way to allow it to be reported.

The officer or a communications officer should record the subject or subjects

discussed. This record should include a note of why it is non-reportable.

Experienced and senior communications officers should be empowered to make
reasoned judgements on the issuing of non-reportable information — for example, to
inform timely editorial decisions and to ensure accuracy. However, it should be made
clear to the media where the decision to release information is not the responsibility
of the press office and requires approval — for example, from the senior investigating
officer (S10).

In particular, in high-profile or sensitive investigations or operations, or during major
incidents, the press office should work with communications leadership and senior
operational leads, usually the gold commander or SIO, to determine what can be

released.
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5.3.3. Embargoed

Embargoed information is shared on the understanding that it is not to be published
or broadcast until after a specified event or time. A decision to set an embargo

should be recorded by the communications lead.

5.3.4. Non-attributable

Information that is for use but non-attributable may be published but cannot be

attributed to the source.

Always assume that a conversation is reportable and attributable unless expressly

agreed otherwise in advance.

5.4. Attendance at media interviews

While CCDs will not be involved in all media interaction, it may support engagement

if a communications officer is present for media interviews where the subject:

could have an impact on, or cause, community tensions
= is high-profile with significant media interest

= addresses national issues

= could damage confidence in policing

= s likely to generate interest from other media

= s considered contentious or highly politicised

5.5. Pre-agreed communications strategies

In some situations (such as high-profile or sensitive investigations or operations),
CCDs will develop an agreed communications strategy in liaison with the senior
operational officer or SI10. Officers or staff should always check with CCDs if an

existing communications strategy exists before sharing information.

5.6. Recording contact with the media

Chief officers should record all their contact with the media where policing matters
are discussed. This record should be publicly available. A brief record that the

conversation has taken place and of its subject matter is sufficient. Informal or
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chance meetings where work-related issues are not discussed do not need to be

recorded.

A similar (unpublished) record of contact should be recorded when another officer or

member of staff, for a matter for which they are responsible:

= meets with a media representative
= takes part in an interview

= provides information verbally or in writing

5.7. Taking the media on police operations

The following non-exhaustive list provides point to consider prior to agreeing media

access to operations:

= Wil it help prevent or detect crime?

= Would it address matters that are in the public interest?

= s it likely to inform or reassure the public?

= Could it potentially prejudice a trial?

= Could it jeopardise future police operations or reveal covert police tactics?

= Could it interfere with an individual’s right to a fair trial and their right to respect

for private and family life?

= Could it cause unnecessary distress or harassment to victims, those being

investigated, their family or innocent members of the community?

Where agreed, taking the media on police operations should be done in a fair and
equitable manner. On occasion, it may be appropriate for police to work with a
particular media organisation (for example, a news outlet campaigning against a
particular crime type). However, other media organisations should have equal

opportunity to request similar access to operations.

When appropriate, pooled media facilities may be arranged in circumstances where
there are limitations on access or space. In these circumstances, it is at the force’s
discretion which media organisation attends, and this should be decided with
fairness and impartiality. As a rule, a pooled facility should ensure that all types of

media material — words, pictures, audio and film — are catered for.

Notice and invites to media should be through the CCD.
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The media should sign an indemnity agreement. It is the responsibility of the media
to ensure that they do not identify the individual in the operation, or to identify any

victims or witnesses without their consent.

A police health and safety risk assessment for media attendance should be
completed prior to the event. Media outlets may complete their own risk

assessments independently.

Police officers and staff must not disclose information, on-duty or off-duty, to

unauthorised recipients. They must not provide informal tip-offs about operations.

Forces should take reasonable measures to ensure that any materials that are
published do not lead to a suspect being identified. An example of this would be the
release of a photograph after a raid that identifies the house number in a street,

which could lead to the identity of the suspect becoming known.

Media access to private property is at the discretion of the owner, legitimate occupier
or some other person who can legally authorise access. The police do not have

authority in the matter, and it is up to the media to negotiate their own access.

Safeguards should be implemented to reduce the risk of compromise to operational
security through the disclosure of sensitive tactics, which can help bring offenders to
justice, through the media. This can include, but is not limited to, the use and

location of automatic number plate recognition (ANPR) cameras, covert surveillance

methods and tactics to identify and locate offenders.

5.8. Reporting from a scene

Reporting or filming from the scene of an incident is part of the media’s role. They

should not be prevented from doing so from a public place.

Police have no power to stop the filming or photographing of incidents or police
personnel. It is for the media to determine what is published or broadcast, not the
police. Once an image has been recorded, the police have no power to seize

equipment, or to delete or confiscate images or footage, without a court order.

Where police have designated a cordoned area, the media have no access unless a

media facility has been set up within the cordon.

November 2025 Page 19 of 58



Media and communications APP — consultation college.police.uk

The best possible vantage point for media access should be considered, providing it

does not compromise operational needs.

5.9. Exclusives

Media organisations should be treated in a fair and impartial manner. Where a media
organisation generates an exclusive, their right to share information in confidence
with the police should be respected. This means that where an enquiry is put to
police by a journalist, the information being sought will not be proactively issued to
other media outlets, except for operational reasons or unless it was already planned
for release into the public domain. Once in the public domain, information released

by the police should be available to all.

Where a media exclusive is already planned for release by the police, press offices
should seek to liaise with the media outlet prior to publication to agree publication

timings.

5.10. Managing inaccurate or misleading media
coverage
Inaccurate or misleading media coverage can be extremely damaging to an

organisation or an individual. CCDs should promptly address inaccuracies or

misleading coverage by:

= seeking a resolution with the journalist or media outlet concerned in the first

instance

= proactively publishing a correction — for example, through a force’s own social

media channels

= liaison through a regulatory body, such as Ofcom (for broadcast media) or the

Independent Press Standards Organisation (for newspapers, magazine and

digital news)

As well as outlining the complaint and desired resolution, it can be useful to
reference these against the relevant clauses of the codes of practice for the industry.

Some media organisations, such as the BBC, produce their own editorial guidelines.

Following the guidance outlined and working with the media to be open and

transparent in communications will help reduce inaccuracies in reporting.
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5.11.Journalist safety

Every police force has a designated journalist safety liaison officer (JSLO), as set out
in the Department for Digital, Culture, Media and Sport’s National Action Plan for the
Safety of Journalists. The JSLO is the go-to person for issues relating to the safety of

journalists, whether in person or online.

6. Arrests, charges and judicial outcomes

6.1. Referring to reports of a crime

When releasing information for an appeal or in response to a media enquiry,
communications officers should take care to apply the correct terms to describe a

report of a crime.
Exceptions to this approach may occur where necessary:

= to safeguard a vulnerable person
= to protect a victim’s interests

= as an investigative tactic

In these circumstances, an incident reported as a rape, for example, might instead
be described using the term 'serious sexual assault'. The SIO and the CCD should

record the rationale behind any decision not to use the correct term.

6.2. Suspects’ right to privacy

CCDs should only release the name of those arrested or suspected of a crime in
exceptional circumstances, where there is a legitimate policing purpose to do so.

This also applies to allegations of offences against deceased persons.

A legitimate policing purpose may include circumstances such as:

= athreatto life
= the prevention or detection of crime

= where police have made a public warning about a wanted individual — in certain

circumstances, this may include people who have failed to answer bail

The SIO or senior operational lead is responsible for making this decision, which

must be recorded with rationale.
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6.3. Releasing information on arrest

When someone is arrested, police communications practitioners can release:

= the person’s sex

= the person’s age or date of birth

= the place where they live (for example, the town or city)

= the nature, date and general location of the alleged offence

= the date of the arrest

= whether they are in custody or have been bailed

= any subsequent bail date

= the outcome of the investigation

In situations where releasing some information would confirm the identify of an

individual, this information should not be released. Instead, forces should consider

releasing information with fewer specific details.

Chief officers should authorise and record the rationale for naming an arrested
person before they are charged. This should be logged by the chief officer and the
CCD. The SIO or senior operational officer should also ensure that the CPS is

consulted about the release of the name.

Where a police force considers that additional information should be released on
arrest — for example, to manage a compelling policing purpose — this decision should
be made by the SIO or senior officer in the case, in consultation with the head of
communications and CPS. The decision should be authorised by a chief officer. This

should be logged by the SIO or senior officer and the CCD.

6.4. Naming on charge

Individuals charged with an offence, including those who receive a summons to
court, should be named on charge. If there is an exceptional and legitimate policing

purpose or if reporting restrictions apply, individuals should not be named on charge.

A decision not to name an individual who has been charged should be taken in

consultation with the CPS.

Charging information may be released:
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when the crime is of a serious nature

when the incident has already been reported in the media or publicly

when there are public reassurance reasons

at the request of the media

This information should be given as soon as possible at the point of charge. If
charges are withdrawn before someone first appears in court, this information should
be released as soon as possible, especially if a case has been previously

publicised.

When information is released on charge, police should release the following
information:

* name

= age or date of birth

= address

= details of the charge

= date and location of court appearance

= custody or bail status
Other information that may be released includes:

= the person’s occupation if relevant, such as where a teacher charged with the

assault of a pupil at the school where they work

6.4.1. Nationality and ethnicity

Police should confirm the nationality and/or ethnicity of the defendant (where known
or recorded) in high-profile or sensitive investigations or operations. Police should

consider whether there is:

= a policing purpose for doing so

= related risk or impact on public safety, such as rising community tension

= misinformation, malinformation or disinformation leading to community tension

= a significant level of media or social media interest
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This information will be provided only on a contemporaneous basis. The final
decision on the release of this information should be taken by the most senior

investigating officer, in consultation with the force’s head of communications.

Decisions on whether to release the information proactively or reactively should be
based on a local risk assessment, as well as the criteria above. The decision must

be recorded with rationale.

When a suspect is charged in a high-profile or sensitive investigation or operation, a
force may consider a representative (a nominated officer or press office
representative) attending the first magistrates’ court appearance to note the
information submitted into public record. This will ensure that the force is fully

equipped with accurate details in good time.

6.4.2. Immigration status
It is neither the role nor responsibility of the police to verify a suspect’s immigration

status.

In all circumstances, it is for the Home Office to decide if it is appropriate to confirm

immigration status.

6.5. No further action

When forces confirm that no further action will be taken, they should give reasons for
discontinuing an investigation and state whether the CPS was consulted in the

decision.

CCDs should liaise with SIOs to ensure that a suspect is informed that no further

action is to be taken against them, before releasing this information to the media.

When informing the media that no further action will be taken regarding an
allegation, no details of allegations should be disclosed if they have not already been
released. An exception is where disclosure is justified by clear circumstances, such

as:
= athreat to life
= the prevention or detection of crime

= a matter of public interest and confidence
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6.6. Out-of-court disposals

Identities of people dealt with by out-of-court disposals — such as cautions, speeding

fines and other fixed penalties — should not be released or confirmed.

Communications practitioners should say that an individual has been dealt with and
only release general details of the offence, or individual in line with the principles set

out in the Releasing information on arrest section.

6.7. Responding to enquiries about arrests

If a name is provided to the police with a request for confirmation of an arrest, the
response should be, “we neither confirm nor deny”. No guidance should be given.
Communications officers should not respond by supplying other information that has

the effect of confirming the person’s identity.

To receive any information in response to an enquiry about an arrest, the media
need to provide sufficient details to allow that arrest or incident to be traced,
including location, date and type of offence. If confirming that an arrest has been
made, communications officers should state that they are not confirming the identity

of the arrested person.

Where it is identified that the name of a suspect has been published, either correctly

or incorrectly, by a member of the public or the media:

= communications officers should liaise with SIOs or senior operational officers

= the SIO or senior operational officer should consider whether additional mitigation

steps are required to manage risk

= communications officers should refer the matter to the SIO or senior operational
officer in the case, for further assessment and to determine if any additional steps

are required to mitigate risk

6.8. Information about a police investigation or ongoing
operation

Information may be proactively released at any point to:

= aid an investigation

= seek the public’s assistance through appeal points
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= maintain public confidence in policing activity
= inform the public where it is a matter of public interest

Where investigations or operations are fast-moving or generating significant media

enquiries, SIOs or the senior operational officer should consult with the CCD to:

= regularly assess and update the communications strategy
= consider using media briefings

= manage the reliability and accuracy of information to the public

This applies where misinformation, disinformation or malinformation has also been
identified.

If a decision is made to withhold information because its release would have a
detrimental impact on the investigation or operation, clear reasoning should be

recorded by the SIO or senior operational officer, in liaison with the CCD.
Individuals who are, or may be, involved in an investigation should not be identified.

To help avoid situations where a list of names is speculatively put to the police, the
same approach should be followed as for supplying information in response to

enquiries on arrests.

Any information that is released should, as a minimum, include:

= the allegation or offence

= the date when information was received

= which unit is investigating

= arrests

= interviews under caution

= bail to return, released under investigation (RUI) and/or charges

= relevant appeal points

As an investigation or other policing activity continues, officers and communications

officers should regularly review the information that has been released and should

consider whether it is appropriate to release more information.

Rewards offered by media publications or others remain the sole responsibility of

that third party, with no requirement for the police to promote them. This is unless the
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head of communications and the SIO or senior operational lead force have been

consulted and have agreed to support the reward.

6.9. High-profile or sensitive investigations or
operations

High-profile investigations or operations should have a dedicated communications

strategy and specific communications officer assigned to it for consistency.

The most senior operational officer in the investigation should agree the

communications strategy.

In cases with exceptionally high levels of scrutiny, media or political interest, the

strategy should be developed in consultation with the head of communications.

The communications strategy should always consider internal and external
audiences, including stakeholder and media relations. CCDs should consider what

blend of multi-channel tactics will be most effective at achieving the strategy.

In most cases, a consistent spokesperson should be appointed, considering

escalation points and contingency for 24/7 requirements.

This strategy should be distributed to relevant officers and staff from the outset and
entries should be recorded in decision logs. Communications practitioners should
ensure that all communications strategies and communications-related decisions are

logged.

SIOs or gold commanders should make a policy decision on the level of seniority

and approval process of all public statements before release.

Police officers and staff should not provide information to the media that goes
beyond the agreed communications strategy or could compromise the investigation

or operation.

SIOs or gold commanders, in consultation with the communications lead or head of
communications, should regularly review and evaluate the communications strategy

to determine if the strategy needs to be reassessed.

In cases with the requirement or expectation of around-the-clock communications,

CCDs should consider implementing their major incident plan to optimise resources.
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If the media approach a force in advance of a high-profile or sensitive operation to
request confirmation of its details, the force should not confirm the operation or
release details that go beyond the agreed communications strategy. The SIO should
be informed so that they can consider any impact on the investigation and whether

the investigation and communications strategy needs to be reassessed.

For high-profile investigations in the public domain, the senior operational leader and
CCDs should consider options for enhanced media access, especially where police

cordons are in place. This includes:

= filming officers working on an operation
= filming officers working on a planned search

= interview opportunities

All officers and staff involved in the investigation must be briefed on the terms and

conditions of media access before it is granted.

6.10. Deaths

Death investigations by the police are categorised in Categories for unexpected

death investigations and investigations are carried out on behalf of the coroner.

Where homicide is identified, the police will investigate to bring offenders to justice.

The OIC should only consider releasing details of non-suspicious sudden deaths if
there is an operational policing reason to do so. Information that a body has been
found can be confirmed following an enquiry from the media, but nothing should be
released that could identify the deceased. Communications officers should seek

guidance from the OIC in these instances.
In response to a death, police communications officers should do the following:

= State that they are investigating the circumstances surrounding the death, or
refer to the death as unexpected, until it has been established that the death is

suspicious, unexplained or non-suspicious. This update can then be provided.

= Once identity has been established and the next of kin has been informed, the
identities of the deceased can be released, unless there is a policing purpose for

not doing so.
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Where a missing person who has been the subject of public appeals or media
coverage is found deceased but formal identification has yet to take place, police
communicators may confirm that “the family of [missing person] has been informed”
and that there are ongoing enquiries to confirm identity. The SIO or OIC is

responsible for making these decisions and recording the rationale.

In the event of an inquest, it is part of the role of a coroner to identify the deceased. It
is good practice for police to talk through communications issues with the local
coroner to reach common agreement about handling information on identity. This will
help to facilitate the early release of information in situations where formal

identification has taken place and the family have been informed.

Where possible, this should allow for an open approach to releasing information,

while respecting the coroner’s primacy.

6.11.Identifying victims and witnesses

The name of a victim will not normally be released, unless a victim consents to being
identified. There will be occasions when releasing the name of a victim may assist an
investigation or an appeal to encourage other victims to come forward or to help
apprehend the suspect. This will not be done without the victim’s prior agreement,

details of which should be recorded.

Consent to release a victim’s name should be a freely given and fully informed
decision. Individuals should be made aware that their names will be disclosed to the

media and the public and may be published on social media.
The same principles apply to witnesses.

All contact with victims must be in line with the Code of Practice for Victims of

Crime in England and Wales.

6.12. Supporting victims and victims’ families

OICs or family liaison officers (FLOs), when deployed, are responsible for

informing and advising victims and families on the police communications and media

strategy.
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In high-profile and sensitive police investigations, or where there is a high level of
media and/or public interest, SIOs should consider at the earliest opportunity where

direct CCD support and advice is required.
CCD direct support can include:

= directly advising victims or families in relation to media and social media
= providing liaison between victims, families and the media

= supporting victims and families to engage with the media, including during media

interviews

= advising victims and families on media complaints procedures

FLOs and communications officers should support victims to speak to the media
directly, when they wish to do so, and should ensure that victims and families feel
free to express their own views. Where this is not possible, or in line with the wishes
of the victim or witness, CCDs may act as a conduit and facilitate interviews and

support with publicity in the manner they request.

6.13. Businesses

Although individuals have a qualified right to privacy, organisations — including
businesses — do not hold the same rights. Businesses can therefore be routinely

named in the release of information.

In some cases, this information can be withheld. For example, a need to protect
private information about a victim may also prevent a business from being identified.
This is a decision for the SIO or officer-in-charge (OIC) on a case-by-case basis. Any

decision to withhold this information should be documented with rationale.

7. Information at the end of criminal proceedings

Police communicators may release information about court outcomes to improve

public confidence in the criminal justice system.

7.1. Information during criminal proceedings

The release of material during criminal proceedings is set out in the CPS Media

Protocol.
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The release of evidential material should be agreed by the CPS and can be released

by the police.

Material relied on by the prosecution in open court should normally be provided to

the media if requested. This includes material:

= read out in open court

= played in open court

= displayed in open court

= placed before a judge and/or jury and referred to in open court

The SIO should record if a decision is made not to release information by the CPS or

police, and an explanation should be provided to the media.

In deciding whether prosecution information is released to the media, the SIO should

consider the views of:

= victims

=  witnesses

= other people directly affected by the case, including family members, children and

vulnerable adults

If the media request material that has not been directed by the court, it should be
agreed with the CPS whether to release it and who will provide the material, as all

information is the copyright of the Crown during the court process.

Where documents have been placed before a judge and referred to in the course of
proceedings, the media should have access to the documents in principle. However,

it is up to the court to decide whether to grant this.

It remains the responsibility of the media to ensure that they comply with all their
legal obligations, including reporting restrictions, in respect of material supplied

under this protocol.

8. Images and footage

Images and footage can be released where there is a policing purpose for doing so.

The release of images and footage must be lawful, necessary and proportionate.

November 2025 Page 31 of 58



Media and communications APP — consultation college.police.uk

When images and footage are released to the media, they should be accompanied

by information on copyright and conditions of use.

Image or footage released to support a criminal investigation must be approved and
verified by the SIO or OIC. All decisions to release images or footage — and the
reasons for doing so — should be recorded, along with any risk assessment, by the
SIO or OIC.

CCDs should have processes to regularly review the publication and appropriate
archiving of images and footage on force websites and social media platforms.
These processes should be introduced and applied in liaison with relevant business

areas.

Adequate safeguards should be in place to ensure the safe transmission of images
and footage to avoid data breaches. Chief officers should ensure that a local force

policy exists that sets out minimum requirements for this.
For further information, please see:

= |Information Commissioner’s Officer Guidance on Data Sharing

= |Information Commissioner’s Officer Guidance on Video Surveillance

8.1. Image of wanted person

Where it is considered necessary and proportionate, an SIO or OIC can approve the
release of a photograph of a wanted individual. Once the individual is apprehended,
the CCD should remove the photograph from the force’s channels as soon as

possible and inform the media.

8.2. Image of missing person
For missing persons investigations, the OIC should obtain a recent image from

family or other personal connections to the missing person.

Where a missing person has previously been in custody, their custody photograph

should only be used:

= as a lastresort

= where the risk of harm to the missing person is judged to outweigh the risk of

using their image by the OIC investigating their missing status
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Additional guidance, including risk-assessing the level of information to be released,

can be found in the Metropolitan Police Service’s Missing persons media and

online publicity guidance.

8.3. Tribute image

The family of a deceased person can be asked to provide a photograph to
the CCD for release. Images, such as those taken from a social networking site,
should not be used without first obtaining verification from the OIC or family liaison

officer (FLO) that they are of the deceased person.

8.4. Release of custody images

The police are the legal copyright owner of images and are responsible for releasing

an offender’s custody photograph.

As far as practicable, press offices should be prepared to release the image of a
person found guilty on the day of conviction where there is a policing purpose or at
the request of the media. This is unless there is a court order or other legitimate

reason not to do so.

Press offices should be prepared to release images on all custodial sentences at the
request of the media. Where it is not possible for images to be released on
conviction, images should be released on sentencing. Approval and verification

processes for the release of images should be agreed locally.

If there are legitimate reasons not to issue the image, the SIO or OIC must provide a
rationale, which will be logged by the CCD. This reason should be explained to any

requesting media.
The following is a non-exhaustive list of potential exceptional reasons:

= arisk assessment has been completed and release of the image will put the

person, their family or their friends at risk of harm

= reporting restrictions are in place that prevent the person’s identity from being

released
= the individual is a juvenile and reporting restrictions have not been lifted

= the individual is a vulnerable adult
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8.5. Body-worn video (BWV)

The police may wish to publish or release BWV images or footage to the media for a

number of reasons. This can include:

= tracing wanted suspects

= |ocating people who have escaped or absconded from custody

= release of materials under open justice principles

= demonstrating police skill or bravery

= educational purposes

= managing misinformation, disinformation or malinformation in relation to a high-

profile incident or operation

The decision must be made on a case-by-case basis with early consultation with the

CPS, where appropriate.

Release of BWV to the media or to the public should follow the NPCC Body Worn
Video Guidance 2022.

Where the release relates to correcting misinformation, disinformation or
malinformation, or a high-profile incident or operation, the decision should be made
by the SIO or senior operational officer in consultation with the head of
communications. The decision and rationale should be recorded by the officer and

head of communications.

In these circumstances, alternative tactics to achieve the same aim may also be
considered. For example, this may include allowing media or community leaders to

view BWV on a non-reportable basis.

9. Major incidents

The head of operations and head of communications should ensure there is a
communications plan setting out the special arrangements to be implemented during

major incidents. As a minimum, this should include:

= arrangements that will be implemented to manage 24/7 public information

requirements
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= documented and audited workflow between CCDs and other business areas

responsible for managing or handling public contact or engagement

= timely triage processes for assessment and joint decision making between CCD

and other business areas, including where co-location may be beneficial

= arrangements to deal with increases in contact and engagement during critical

and major incidents

= the communications coordination arrangements between partner agencies in the

event of a multi-agency incident, including a suspected terrorist incident

Police officers and staff should refer to the Civil Contingencies Act 2004.

10. Media briefings

Media briefings may be considered at any point during an investigation or critical

incident and can also be considered for strategic purposes, such as:

= setting out a force’s priorities, challenges and mid-term to long-term plans

= inresponse to a reputational issue

= to provide clarity around misinformation or disinformation being shared online
= in response to a review, inquiry or inspection

= to launch a campaign or initiative

Circumstances where a media briefing might take place include:

= to provide information that is in the public interest
= to support operational or strategic objectives
= to reassure the public and highlight good police work

= to inform the public and local community of an innovative technique or noteworthy

inter-agency cooperation
= to deter future offenders or prevent crime
= to help manage media needs in a high-profile case

= to encourage accuracy and informed reporting of a complex case

to inform potential debate after a trial

Media briefings should be for accredited media who hold a UK Press Card. and

include those with a letter from the editor of a title regulated by the Independent
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Press Standards Organisation (IPSO) or Ofcom or similar. Requests from individuals
who do not hold a UK Press Card may be considered on a case-by-case basis and a

record should be kept of this decision.

SIOs should liaise with CCDs about planning and arranging briefings. The rationale
for the briefing must be recorded by either the CCD or the SI10. This should consider
whether or not an embargo agreement is required. If one is required, it should have

signed agreement from the media and should be retained for audit purposes.

The CPS should always be consulted prior to any police-only briefings held in
respect of criminal investigations or proceedings. This is to advise on the risk of
prejudice to any criminal justice proceedings presented by the release of information

at the briefing.

10.1. Supplementary products

Other products that may form part of the wider communications package include:
= press releases

= fact sheets

= interviews (broadcast and print)

= digital content for owned channels

10.2. Briefing categories

It is up to the OIC and media representative to clarify the basis on which a media
briefing is taking place. It is also important to clarify the language that should be
used to describe these briefings in conversations with journalists, to ensure a mutual

understanding of what is expected.
There are three types of media briefing that could be deployed:

= reportable briefing
= non-reportable background briefing

= non-attributable background briefing

10.2.1. Reportable briefing

Reportable briefings are when all disseminated information is attributable to the

speaker and reportable by the media. This is the preferred option of the three types
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of media briefing. It should regularly by forces where it is appropriate to engage with

the media — for example, on:

investigations
= operations

= major critical incidents

any strategic purposes previously listed

10.2.1.1. Press conference

A press conference is a form of reportable briefing that is usually a formal and

scheduled event. Press conferences can:

= include a statement or announcement
= include a Q&A session with journalists

= be for live broadcast

10.2.2. Non-reportable background briefing

A non-reportable briefing is a briefing where all disseminated information is, at the
time, for guidance or direction. By default, the information is not immediately
reportable by media. This is an important way of communicating with the media on

information not available to be made public. It is most commonly used during:

= fast-moving incidents
= ongoing high-profile investigations

* major incidents

10.2.3. Non-reportable briefings and court cases

Non-reportable briefings may be considered ahead of some criminal cases going to

court. This can:
= inform journalists of the facts of a case or incident
= provide guidance on otherwise unknown sensitivities

= provide guidance on legal points

provide information on details that could have an operational impact
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Communications teams should always record the rationale for a briefing not being
reportable. They should agree this with the head of communications and senior

operational lead.

10.2.4. Non-attributable background briefing

A non-attributable background briefing is a briefing that is reportable but not
attributable to a named police source. Non-attributable briefings should generally not
be used. Where they are used, this should be only on a case-by-case basis by

exception.

10.3. Media briefings linked to criminal proceedings

Media briefings linked to criminal proceedings, particularly in high-profile or sensitive
cases, should be considered. Embargoes may be used to delay the release of

information shared in a media briefing.

Any media briefing linked to criminal proceedings must follow the CPS Media

Protocol.

10.3.1.  Pre-trial briefings

Pre-trial briefings are:

= embargoed briefings given to the media before the start of a trial

= most commonly used in high-profile, sensitive or complex trials

used where briefing will help the media to report a case accurately and improve

the management of release of materials used in court by planning ahead

disclosable to the defence

Pre-trial briefings are held where the police and CPS jointly agree.

10.3.2.  Pre-verdict briefings

Pre-verdict briefings are embargoed media briefings that take place after a trial has
started but before a verdict is given. It should be made clear to the media that any
information supplied that may prejudice a trial must not be printed or broadcast until
the end of a trial and only then in the event of a guilty verdict. Media organisations
should sign an indemnity agreement before the briefing and communications officers

should record the content of the briefing.
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All media briefings provided for broadcast or publication before the conclusion of a
trial, including interviews with officers, must be impartial and must not comment or

speculate on whether a defendant is guilty.

Forces should assess the risks in deciding whether to grant media pre-recorded

interview requests.

10.3.3. Pre-sentence briefings

Pre-sentence briefings are briefings that take place after a verdict but prior to
sentencing. The same guidance applies and, in this case, pre-recorded interviews on

guilt can be undertaken.

11. Documentaries

In making decisions to support participation in the filming of documentaries, senior

operational and communications leaders should consider:

= whether any existing access agreements are in place
= whether the filming or recording fits a clear policing purpose
= whether the broadcast would affect current or future police operations

= whether the broadcast would cause unjustifiable distress or harassment to

victims of crime or their families, or those featured
= whether the broadcast could potentially prejudice a trial

= whether the broadcast could interfere with an individual’s human rights, including

the right to privacy, or data protection law

= whether the broadcast will have an impact on, or will need to involve, partner

organisations

= any protection for undercover police officers, covert police activity, police tactics

and equipment
= the status of the production company and the quality of its previous broadcasts

= the capacity and availability of internal resource requirements to facilitate this
request — for example, CCD and legal to support the access agreement,
operational resource to manage the release of police-held information and media

and/or contact with victims and families
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= potential copyright issues and permissions required from third parties to provide

any of the material requested

All documentary requests and approaches for participation should be agreed with
CCD. The CCD is responsible for coordinating appropriate documentation by the
documentary company if an agreement to make a programme is given. This

includes:

= an access agreement signed by the media company and on behalf of the chief

constable
= a data-sharing agreement
= a health and safety risk assessment
= a contractual agreement that the media have full responsibility for anything

published or aired

Forces should consider whether to charge for this service.

11.1. Protecting police tactics

In productions that could have an impact on operational security, the force operation
security adviser (OpSy) should be brought in at the earliest opportunity to provide

advice and guidance.

To protect police tactics, appropriate safeguards should be included in the access

agreement.

A minimum, mandatory requirement is for a nominated chief officer to have the right
to invoke editorial rights regarding the inclusion of any such tactics. This must be
recorded in a formal, signed contract that outlines the agreed terms and any practical

points. This includes the sign-off processes of any tactics before filming commences.

12. Social media

Forces may use social media for a wide variety of roles and purposes, including

community engagement.

November 2025 Page 40 of 58



Media and communications APP — consultation college.police.uk

12.1.Roles and responsibilities

Social media is used across policing in a wide variety of roles and purposes. Forces

require robust workflows between those roles, for the effective management of social

media for public information and engagement.

Roles

Responsibility

Corporate communications

* Business asset owner — manage administration of,

and access to, force social media accounts.

= Ownership of the force’s social media contact and
engagement strategy, channel governance and

paid media.

= Experts in police public engagement and media

engagement frameworks.

= May own the contractual relationship with the
force’s social media management platform
(SMMP).

= Own the business continuity plans for corporate

communications.

Contact

= May operate a dedicated 24/7 ‘digital desk’ to
monitor some, most or all of the force’s official

social media.

= Ensure that risk can be quickly identified and
escalated to command and/or corporate

communications.

= Respond to calls for service and intelligence
submissions promptly and in line with Contact

Management APP

= Support in the management of users that breach

the force’s community management guidelines.
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Roles Responsibility

Information management = Setting compliant practices for the secure
management of data within the force’s social
media account, the SMMP, in legacy systems or

in the event of closure.

Information security = May lead on setting standards of security for the

force’s social media, and subject these to regular

review.
Investigations and = Manage the force’s use of social media for
intelligence investigative and intelligence purposes.
Neighbourhood or = May be authorised to operate or contribute to the
operational teams force’s accounts (in line with local force policy) for

hyper-local community engagement.

= May triage, assess and respond to community

issues identified on force social media for their

local area.
Professional standards = May be the owner of the force’s social media
department policy, setting and enforcing standards, with other

business areas acting as subject matter experts.

12.2. Social media strategy
Police forces are operationally independent and should make decisions on how to
use social media locally to reach and engage their communities most effectively.

Communications practitioners should regularly review their choice and use of

channels, including existing and new channels.

Communications practitioners should develop a dedicated social media strategy that

should include:

= required specialist skills and capabilities to deliver contact and public

engagement services
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training or continuing professional development (CPD) programmes to support

the delivery of contact services and public engagement
= training or CPD programmes to support knowledge of the legal framework
= the required applications (‘apps’), software and hardware
= agreed minimum standards for content accessibility

= community management standards and practices
The social media strategy may also include:

= how the force will seek to maximise content performance based on best practice

for each channel (for example, understanding each channel’s algorithms)

= an approach to collaborations with influencers, paid media and earned media

alongside owned media

12.3. Community management guidelines

Chief officers should ensure their organisation has public-facing community
management guidelines outlining the right to moderate user-generated content. This

includes:

= removing posts
= blocking users
= taking action if rules are broken

= explaining why public comments may be hidden, deleted or restricted
Communications practitioners should:

= have processes in place for rapid and appropriate escalation of potentially
contentious or harmful online content — in most cases, authorised users should

quickly identify content of this nature and escalate according to local processes
= consider resource provision for two-way engagement

= record the risk of not monitoring social media 24/7 if a force does not have the

capability to do so
= make an informed decision on whether to operate private messaging
= have processes in place to manage surges in social media traffic

= consider using a social media management platform
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= make use of any native moderation controls offered by social media platforms (for
example, Meta’s Moderation Assist), as well as any additional capabilities offered

by its social media management platform (where available)

= not use corporate social media engagement channels to contact, or attempt to

contact, victims or witnesses who have not already engaged with the force

12.4. Security

To maintain security of social media accounts, forces should:

= protect their social media accounts using consistent branding and naming

conventions on setup
= where possible, obtain official verification
= regularly monitor for fake and impersonation accounts
= report any fake or impersonation accounts to the relevant social media channel
= publish a list of all official accounts on the force website

Information security teams should lead on setting security standards for the force’s

social media. Standards should be regularly reviewed and, as a minimum, include:

= regular consultation between information security and the CCD, adhering to

relevant local force policies and following advice from the National Cyber

Security Centre

= using a social media management platform for access controls and auditability
= using complex and unique passwords, or passkeys, and securely storing these
= using two-factor authentication (2FA)

= enabling login alerts

= only retaining or approving critically necessary third-party apps

= limits on the use of personal email addresses and devices for business use — any
use of personal email addresses will also be required to follow security best

practice

= where off-network or non-network force devices are used, no accounts should

remain logged in, nor should any password or 2FA information be stored on them

= logging out from unknown or redundant devices
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= robust processes for managing movers and leavers, noting the associated risk of

those leaving as a result of PSD investigations

This list is not exhaustive.

12.5. Social media policy

Chief officers should ensure their organisation has a dedicated social media policy,

which should set out:

= compliant and ethical use of social media, including general good practice for

both personal and professional use
= references to approved accounts and to account owners and administrators
= roles and responsibilities across business areas and operating procedures

= governance processes for the creation and closure of new and old social media

accounts, as well as management of any personal and/or sensitive data

= the agreed parameters for the use of off-network or non-network or personal
devices in the everyday management of accounts, for content creation and

activation of business continuity plans

= the community management procedures for hiding and deleting comments, and

for blocking profiles and accounts

= how relevant content, such as public appeals, will be removed or archived in a

timely way

= the standards of security and cyber hygiene for force accounts and approved

apps, software and hardware
= how breaches of policy will be managed

= business continuity plans in case major social media platforms become

unavailable

= clear delineation between social media used for contact and public engagement,

and the use of social media accounts for investigations

= related local and national policy, local force guidance

An example of guidance could be a playbook. This is a comprehensive guidebook

and living document that outlines an organisation’s social media strategy. This
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serves as a framework for teams to consistently execute content, engagement and

other social media activities, aligned with overall strategy.

See the Investigations APP.

For assistance in policy writing, refer to the NPCC’s following guidance:

= Misuse of instant messaging and social media

12.6. Management of information

Management of social media data should be conducted in line with existing College

of Policing Management of Police Information APP

13. Managing information disorder

This APP provides general principles for police management of information disorder,
insofar as it may have an impact on public safety and policing operations. This
guidance focuses on the critical incident and communications response. It does not
replace operational or investigative practice, nor does it provide detail on covert

monitoring, which requires specific authorities.

13.1. Risks of information disorder

Inaccurate information online can:

= threaten the safety of individuals, communities, businesses and policing

operations
* increase hostility towards police officers and risk their safety

= erode trust and impede engagement with communities, as well as criminal justice

outcomes

Misinformation, disinformation and malinformation are three types of information

disorder that can cause such harm:

= Misinformation is false or inaccurate information shared without the intent to

cause harm.

= Disinformation is false or inaccurate information shared deliberately to mislead

or cause harm.
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= Malinformation is information rooted in truth but exaggerated, taken out of

context or used to cause harm.

13.2. Information disorder strategy

To manage the risk of information disorder, policing leaders should establish
systems to monitor, access and counter information disorder. This should include,

but is not restricted to, the following stages.

13.2.1. Prepare
= Recognise and make provision for proactive communications across a range of
channels and platforms to help prevent misinformation, disinformation and

malinformation.

= Establish monitoring, assessment and triage capability, with timely escalation

routes into command structures.

= Operate a risk assessment framework to manage responsibility for issuing

public communications.

= Train roles relevant to both overt and covert social media, monitoring how to

identify and escalate potential information disorder requiring police action.

13.2.2.  Identify

= Monitor relevant channels and triage relevant information.

* Log incident and relevant information — for example, source, time, channels,

content and initial reach.

= Escalate based on force protocols for operational risk assessment, in liaison with

the CCD where required.

13.2.3. Assess

= Assess the likelihood, scale and potential impact to public safety, investigations

and public trust.

= Consider all elements of risk including, but not restricted to:
o source and intent
o motivation

o scale
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o velocity

o channel

o audiences

o timing

o content characteristics — for example, emotive language, call to action
o legal and operational constraints

Factors to consider can be found in Critical incident management APP.

Include these risks within the community impact assessment (CIA), where a CIA

is undertaken

13.2.4. Decide

If a policing response is deemed necessary, it is likely to fall into one or more of the

following four categories for response:

Critical incident: Immediate response and senior oversight.
Manage risk: Corrective public messaging and targeted engagement.

Prevent at source: Platform reports, takedown or counter-narratives

coordination with partners.

Watch closely: No active response but continued monitoring if required.

13.2.5. Respond

Tactics should be used proportionately and should avoid amplifying falsehoods.

They include, but are not limited to:

rapid factual statements via paid, earned, shared and owned (PESO) channels

corrections and clarification on force channels and via partner outlets and trusted

voices

platform reporting and requesting that content containing falsehoods is taken
down, where it breaches terms or endangers safety and it is the role of police to

do so
targeted community engagement and liaison with local leaders and media

legal action or disclosure to investigating team where relevant
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Refer to the Government Communication Service’s RESIST 2 counter

disinformation toolkit for detailed tactical options.

13.2.6. Evaluate

Assess the effectiveness of the action, fully review and refine tactics as required.

13.3. General principles
= Not all misinformation, disinformation and malinformation requires a policing

response; the decisions need to be made locally. This on a case-by-case basis

= Senior operational leads should consider whether policing is the right agency to
respond and if doing so would have an impact on legitimacy and the requirement

for independence and impartiality.

= Prioritise where safety, investigations or public trust are at risk. Where false or
manipulated information has been identified and assessed to have an impact on
public safety or public trust in policing, steps should be taken to act swiftly to

avoid false information spreading unchallenged.

= Ensure that monitoring is sufficient or that it can be escalated out of hours for

critical incidents.

= During critical or major incidents, the senior operational lead should consider
instances where co-locating relevant roles — for example, communications and
intelligence leads — will improve the efficiency of monitoring, assessment and

response.

= Use wider PESO options to amplify accurate information and enlist trusted

intermediaries (media, community leaders and subject-matter experts).

= Consider targeted community engagement when specific individuals, groups or

communities are affected.

= Escalate cross-force or national impact incidents to the NPCC and/or the College

of Policing.

14. Police under investigation

The police response to allegations of misconduct or crimes by police officers and
police staff, as well as the related employment status of police officers, is a matter of

considerable and legitimate public interest.
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There should be a presumption of openness and transparency in police misconduct

cases held in public, in line with the principles of open justice.

14.1. Complaints

If a public complaint is made against the police, CCDs should confirm this and the
nature of the complaint on an ‘if asked’ basis. This may include complaints termed
‘expressions of dissatisfaction’. In a media context, ‘if asked’ means to respond to a

question reactively if requested.

An officer or staff member who is the subject of a complaint will not normally be
identified by name. If the complaint refers to a specific individual or individuals, their
rank and operational or business area should be given, unless this would specifically

lead to their identification.

Where a complaint leads to an investigation into the actions of particular officers, this
should additionally be confirmed together with which unit is investigating the

complaint.

When an officer or staff member is suspended or restricted as a result of a

complaint, this should be confirmed on an ‘if asked’ basis.

A complainant should not normally be identified. On occasions where the complaint
has been made public by the complainant themselves or their representatives,
confirmation should be given that a complaint was made by that individual. The
specifics of the complaint itself should not be discussed but the nature of incident
from which it arose — for example, number of arrests and charge particulars — may
be confirmed. Police action that gave rise to the complaint should not be directly

discussed.

If known, details of who will investigate the complaint should be included — for
example, the PSD, an outside force or the Independent Office for Police Conduct
(IOPC). This should be included so it is clear which organisation the media should

direct their enquiries to.

At the conclusion of the investigation, and if the complaint has previously received
significant publicity, the findings of the investigation should usually be proactively

released, including if the complaint is not upheld.
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If the inquiry leads to criminal proceedings against a police officer, consideration

should be given to the criminal investigations section of this guidance. Disciplinary

aspects of a case would then normally be stayed until the conclusion of the criminal

proceedings. Where a complaint leads to a misconduct process, the guidance below

will apply.

14.2. Misconduct and gross misconduct

Misconduct matters may follow because of allegations being raised internally (a
conduct matter) or through a complaint. The same principles that apply for
complaints apply to misconduct. The starting point should be that it is in both the
police’s and the public’s interest to be as open as possible about the disciplinary

process, unless there is a legitimate reason for not doing so.

During an investigation, misconduct matters will normally be dealt with on an ‘if

asked’ basis.

Misconduct matters may be released proactively in exceptional circumstances,
where an incident or topic is already generating media enquiries, or where
information may lessen community concern or tension. This decision should be
taken by the senior operational lead, usually gold commander, in consultation with

the head of PSD and head of communications.
Confirmation may be given for the following:

= that an unnamed officer is the subject of an investigation

= the officer’s rank and operational command unit (OCU), provided that this does

not identify the officer
= the nature of the allegations under investigation

= the circumstances in which these allegations arose

who is investigating the allegations

14.3. Misconduct notices

An officer who is the subject of an investigation, either as a result of a public
complaint or a conduct matter, is served with a misconduct notice informing them
that they are being investigated. Many in the media are aware of this process and

the number of notices served may be confirmed on an ‘if asked’ basis. Individual
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officers are not normally identified, although details of rank and OCU may be

provided if they do not identify the officer.

14.4. Suspension and restrictions

If an officer is suspended or restricted as a result of a misconduct matter, this should
be confirmed. Individual officers are not normally identified, although details of rank
and OCU may be provided if they do not identify the officer. The officer is not

normally named but their rank and OCU may be given.

14.5. Support

If needed, the force’s CCD can give the officer under investigation advice and
support on how to deal with media attention as a result of publicity surrounding a
case. They should not give advice on how an officer under investigation should

respond to allegations or questions put by the media about their case.

14.6. Proactive operations

Operations involving specialist professional standards units may be supported by a

designated communications officer from the CCD.

In the case of large-scale or high-profile operations, the presumption should be that
a public update will be released proactively. This includes arrests made as a result of

intelligence-led integrity testing.
The information should normally be released to:

= publicly demonstrate the police service’s commitment to preventing and removing

corruption

= deter wrongdoing within the police service and those attempting to corrupt its

officers and staff

= prompt further information by way of an appeal to the public through the media

For lower-level operations, it is at the discretion of the investigating officer, in
consultation with the CCD, whether information is released proactively or only ‘if
asked’ for. Where arrests or charges are made, consideration should be given to the

following criminal investigations section.
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14.7. Criminal investigations

Any information given should be broadly consistent with that given by the CCD to the
media in the case of any other crime. In line with these guidelines, the person should
not be named on arrest, but they may be referred to by their age, rank or grade and
the section in which they work. Lines must be carefully phrased, so as not to provide
too much information that may identify those arrested by a process of elimination.
For example, an officer should not be identified as female if there is only one female

officer in the relevant unit.

The IOPC has agreed the position that officers (of all ranks) will not normally be

named during an ongoing investigation, unless:

= they are first named by a third party acting on their behalf (for example,

appropriate authority, membership organisation or solicitor)

= the investigation is unambiguously considering the conduct of a specific senior
officer (for example, chief constable) and announcing the investigation effectively

confirms the individual’s identity

= having been notified of the announcement of an investigation, the appropriate
authority makes representations to the IOPC to confirm an individual’s name (for

example, to avoid speculation)

Officers may be named at the conclusion of an investigation, in line with the IOPC

naming policy. This policy outlines the main considerations in determining whether

to name an officer.

All arrests involving police officers or police staff — as well as the reasons for, and the
circumstances of, the arrest — should be confirmed if the media enquire about the

case.

Confirmation should also be given as to whether or not an officer is on restricted

duties or suspended in connection with any such arrest.
The arrest should be released proactively if any of the following conditions apply:

= jtis made following a high-profile investigation

= it is of particular public interest due to the seriousness or circumstances of the

alleged offence

= jtinvolves a chief officer
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The details released in relation to officers of chief officer rank, including whether the
officer will be identified, should be decided on a case-by-case basis. This should

balance:

= the particular circumstances of the case
= the individual’s rights
= the public interest

= the organisational need for transparency and openness

If officers are charged with or summonsed for a criminal offence committed on duty,

their details should be proactively released. The details given are:

* name
= age

= occupation (including rank)
= details of the charge

= the court at which they will appear

the date when they will appear at court

Due to the unique nature of policing, it is policy not to give the home address of
officers or staff charged (or summonsed), and to substitute this with the station or
division or unit at which they are based. However, officers or staff charged with (or
summonsed for) offences should be made aware by investigating officers that this

will not necessarily prevent their home addresses being read out in public at court.

Confirmation should also be given as to whether or not an officer is on restricted

duties or suspended in connection with any such charge.

14.7.1. Public statements

Public statements should also be proactively released if officers are charged in

relation to off-duty activities that involve:

= serious criminality (sexual offences, serious assaults, fraud or corruption)

= matters that could seriously damage the reputation of the police service or call its

integrity into question
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Confirmation should also be given as to whether or not an officer is on restricted

duties or suspended in connection with any such arrest or charge.

Off-duty offences leading to charges that involve relatively minor matters should
always be confirmed to the media ‘if asked’, along with the reason for — and the

circumstances of — the arrest or charge.

When making a judgement on whether or not to release a public statement

proactively, the SIO and the head of corporate communications should consider:

= the rank or grade of the individual concerned
= any issues raised by the offence that relate to their particular role in the

organisation — for example, a traffic officer arrested for drink-driving

Any disciplinary aspects of a case where criminal charges are brought are usually
considered after the conclusion of criminal proceedings. This should be made clear

in any media statements.

At the conclusion of a trial for offences that are of a serious criminal nature or are
high-profile, a proactive public update should be issued. The spokesperson should

be confirmed prior to the conclusion and agreed between PSD and the unit/division.

14.8. Misconduct hearings

Officers and staff should refer to Home Office Statutory Guidance on misconduct

hearings for additional information, including statutory publication guidelines.

14.8.1. Misconduct hearing outcomes

At the conclusion of a misconduct hearing, there is a requirement that the outcome
of a case is published within a predetermined timeframe. The chair or legally

qualified chair may determine what will be published in this outcome notice.

Once the outcome of a misconduct hearing is known, the CCD — in consultation with
the force’s PSD — may also choose to issue a statement to inform the media and the

public of the result, and to comment on the officer’s actions.

Officers can appeal the findings and sanctions of a misconduct hearing to a Police
Appeals Tribunal. If such an appeal is successful and leads to a decision being
made to reinstate an officer after a previous sanction of dismissal, this should be

reflected in an updated public statement. If the result of the misconduct hearing had
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previously been offered to the media or the matter resulted in publicity, then the

result of the appeal should also be proactively released.

14.9. Police staff

The misconduct and discipline system for police staff is conducted separately from
that for officers and is not subject to the same statutory regulation. However,

wherever possible, the media approach may reflect the same as outlined for officers.

14.10. Internal communications

Police forces should take care not to publish any information internally about ongoing
misconduct or gross misconduct cases against its police officers or police staff that
would have the effect of undermining the external communications approach. For
example, it may lead to the jigsaw identification of the officer or staff member

concerned beyond those with legitimate access to this information.

14.11. Incidents investigated by the IOPC

The police service and the IOPC have shared responsibility for communications

in IOPC independent and managed investigations. A media relations protocol

between the IOPC and the NPCC sets out the respective roles and responsibilities

of the IOPC and police forces in dealing with the media in the context of such
investigations. It also includes guidance on communications issues, such as the

naming of police officers and publication of reports.

For further information see APP guidance on media releases for incidents where

death and/or serious injury has resulted from armed police deployment.

15. Freedom of information

The Freedom of Information Act 2000 provides a general right of access to all

types of recorded information held by public authorities, including the police service
(subject to conditions and exemptions). Every request for information should be
assessed on its own specific facts. If a member of the media requests information
that is readily available but is not on the force website, it can be provided by the
CCD, unless there is any risk in doing so. In cases where it would require a

disproportionate amount of time to secure the information, or if it is unclear that it
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should be released, the media representative should be referred to the force’s

freedom of information team. Each force should have its own publication scheme.
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We’'re the professional body for the police service in
England and Wales.

Working together with everyone in policing, we share
the skills and knowledge officers and staff need to

prevent crime and keep people safe.

We set the standards in policing to build and
preserve public trust and we help those in policing
develop the expertise needed to meet the demands

of today and prepare for the challenges of the future.
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